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Critical Element A: Citizenship Status
· Three of the four hackers in the international computer hacking ring were citizens of United States. 
· The fourth hacker, David Pokora, was a Canadian citizen. 
· Beckett and Heather, (246) emphasizes that none of the four hackers had dual citizenship. 
· The prospect that the individual is not a citizen of US does not affect the ability to adhere to the procedural process. 
· In reference to section one of the 14th amendments, there is the emphasis on ensuring that no individual is deprived of life, liberty without the due process of the law. 
· Rule 11 Pleas emphasizes on the procedural process of passing judgment on a non-citizen (Singer and Friedman, 144). 
· The law states that there should be a subjective and procedural process in handling an individual who is not a citizen of the nation. 
In the criminal conviction process, Pokora can be convicted and either deported or jailed in the US as per the constitution (Singer and Friedman, 144
From the analysis of the case at hand, three of the four hackers in the international computer hacking ring were United States citizens. On the contrary, the fourth hacker, David Pokora, was the only individuals within the group who was not a citizen of the United States but instead he was a Canadian citizen. Most importantly, Beckett and Heather, (246) reiterates that none of the four hackers had dual citizenship. Therefore, the prospect that the individual is not a citizen of US does not affect the ability to adhere to the procedural process. Accordingly, about section one of the 14th amendments, there is the emphasis on ensuring that no individual is deprived of life, liberty without the due process of the law. Rule 11 Pleas is a clear stipulation on the need for an elaborate procedural process before passing judgment on a non-citizen (Singer and Friedman, 144). The law states that there should be a subjective and procedural process in handling an individual who is not a citizen of the nation. In the criminal conviction process, Pokora can be convicted and either deported or jailed in the US as per the constitution (Singer and Friedman, 144). 
Critical Element B: Apprehend and Charges 
· There is the need for the investigation process to prevail through collaboration between the Canadian and US authorities. 
· The Canadian authorities have the right to carry out all the necessary investigations, and their jurisdiction supersedes that of the US authority. 
· It is only through collaboration and establishment of a way forward in the investigation process can successful outcomes prevail (Beckett and Heather, 246). 
With regards to citizenship, the location of the individual is of the essence before the execution of an arrest and subsequent charges. From the analysis of David, Pokor was from Mississauga, Ontario Canada and at the time of his arrest, he was attempting to cross the border. As such, the individual was prosecuted in Delaware after being interviewed there was the successful subsequent arrest of the four hackers. In the period of his detention, Pokora was attempting to cross into the United States at the Lewiston-Queenston Bridge in Niagra. Being in another jurisdiction the basis in which to bring hacking charges against him could not materialize since he was arrested in another jurisdiction which warranted the issuance of extradition orders. 
Critical Element C: Criminal reside at the time that the crime was committed? 
· In the process of committing the crime, Pokora was living Ontario Canada. 
· He was a student at the University of Toronto with extensive knowledge in hacking. 
· The individual managed to partner with his other perpetrators. 
· Zedner, (46) emphasizes that Pokora was seen as the ringleader in the hacking activity.
In the process of having committed the crime, Pokora was living Ontario Canada. As such, he was a student at the University of Toronto. With extensive knowledge in hacking, the individual managed to partner with his other perpetrators. Zedner, (46) opines that Pokora was perceived to be more of the ringleader in the hacking collective. There need for the investigation process was paramount to prevail through collaboration between the Canadian and US authorities. The Canadian authorities had the right to carry out all the necessary investigations, and their jurisdiction superseded that of the US power owing to the territory in which the crime took place. Hence, only through collaboration and establishment of a way forward in the investigation process can successful outcomes prevail (Beckett and Heather, 246).  Furthermore, the place of residence of the commission of the crime had a huge impact on the way in which the US could get to investigate the matter in details since no US court can order the seizure of items that could be essential as evidence of the crime in question.   

Critical Element D: Law Violated and Consequences
· Across the US, the constitution plays a fundamental role in determining the legislative process. Accordingly, the US code 3181 is effective in establishing the legal process in the instance that a non-citizen commits a crime (Zedner, 46). 
· In the case, there was the violation of section 16, whereby the Pokora ought to have been handed in by the Canadian authorities at the border. 
· The US authorities crossed the border to capture the individual. 
· On the other hand, the international law that was violated is in regards to the due process to arrest a person in an extraterritorial manner (Eagly, 147). 
· The individuals were charged with theft of proprietary information and committing fraud by stealing software with a focus on developing a duplicate copy for sale. 
· Their crime, under the US constitution, attracts a maximum jail term of five years (Snow, 205). 
Across the US, the constitution plays a fundamental role in determining the legislative process. Accordingly, the US code 3181 is valid in establishing the legal process in the instance that a non-citizen commits a crime (Zedner, 46). As such, in the case, there was the violation of section 16 whereby the Pokora ought to have been handed in by the Canadian authorities at the border. The US authorities crossed the border to capture the individual. On the contrary, the international law that was violated is in regards to the due process to arrest a person in an extraterritorial manner (Eagly, 147). The reason is the need to abide by the UN ratification stipulating national sovereignty. Thus, the US cannot make the order on issues that were done in another jurisdiction like Canada in this case.  

Crimes Charged within the US
Pokora along with the other co-accused persons was accused of the conspiracy to commit computer and copyright infringement. In this regard, the individuals stole the software with a focus on developing a duplicate copy for sale. Their crime, under the US constitution, attracts a maximum jail term of five years (Snow, 205). 
Associated consequences of the offense
The probable consequences that are associated with the intellectual property rights copyright infringement include a fine and imprisonment of a term of up to ten years. Regardless of the whether there was financial gain; there is a liability of a criminal liability of three years imprisonment.   
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